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1. Foreword 

The Information, Communications and Technology (ICT) Strategy has been produced in response 
to the need to support the Council’s shared services arrangements and the Council’s Priorities – 
see below: 

 

The ICT Strategy seeks to: 

 Provide a responsive ICT service and infrastructure, which is better able to adapt to 
whatever opportunities the Council may seek to pursue, e.g. partnership working, joint 
ventures, outsourcing, merging services. 

 Create an ICT Service that allows the council to meet the objectives of the Medium Term 
Financial Strategy. 

This ICT Strategy has been developed to cover the period 2012 to 2014 – a period likely to see 
considerable change for the public sector.  The right approach to, and investment in, ICT will give 
the Council the opportunity to transform the way it does business with, and leads, the local 
community.  It is an essential strategy for a modern local authority. 

 

_______________________ 

Leader of the Council / Portfolio Holder / Etc. 
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2. Executive Summary 

The Council’s ICT Strategy sets out a two-year plan for Information and Communication 
Technology for the period 2012 to 2014. 

Over the past year the ICT service has undergone considerable change. It has also implemented a 
significant redevelopment programme for its core infrastructure in support of corporate 
objectives. These developments include: 
 

 ARP ICT Support & refurbishment of the Thetford server room 

 Capita ICT Planning take on 

 Steria – exiting outsourced arrangements 

 VMware expansion and migration onto a new Storage Platform 

 Implementation of Mitel Telephony for Contact Centre increasing call handling capability 
during busy periods 

 Development of a Disaster Recovery and Business Continuity solution 

 Expansion of the Citrix server farm and remote access facility 

 Members ICT Refresh 

 Continued Government Connect (GCSx) Compliance 
 

Looking forward, the Council needs to focus on exploiting the investment made to date, investing 
in training staff and in those projects that have the greatest potential for return.  Four themes 
(Section 4) have been identified: 

 Focused on efficiency 

 Organisational agility 

 Maintaining reliable services 

 Strategic sourcing 

Additionally a number of technological development initiatives were identified, which are 
required to ensure the integrity, resilience and reliability of the Council’s ICT infrastructure.  
These are discussed in Section 5 Technical Strategy but include: 

 Expansion of the Mitel digital (VoIP) telephony platform 

 Desktop refresh for the 200 units at Elizabeth House 

 Proven DR / BC model for both EH (BDC) and BH (ARP) 

 Shared Services domain, storage and recovery platform 

 Transition to the next versions of Microsoft operating systems and productivity tools 

Section 6 - ICT Development Plans sets out the projects – current and proposed - and shows how 
they contribute to the Council’s four council priorities: 

 To have pride in Breckland 

 To develop stronger communities 

 To support our local economy 
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 To be an entrepreneurial council 

Section 7 - The ICT Service - describes both the management arrangements and how the ICT 
service will be provided to deliver this strategy over the coming period. 

In summary, this strategic review has sought to identify areas where improved working practices 
and targeted ICT development will ensure that we fully realise the benefits of our investment to 
date, and make the best use of limited resources going forward. 
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3. Context of the Strategy 

3.1 Introduction 

This Strategy sets out a two-year vision for ICT at the Council, including a vision of how ICT will 
continue to assist with improving the Council’s services.  The Council’s ICT Strategy is an all-
encompassing document that is designed to capture all the technology issues that this 
organisation needs to address to support our corporate objectives. 

This ICT Strategy reviews and records the work that needs to be done to enable improvements to 
the way we do business, to deliver enhanced electronic services and enable the organisation to 
benefit from a more efficient service. 

The Council also has a vision of improving levels of service to its customers whilst at the same 
time providing excellent value for money.  The Council is committed to realising this vision in the 
most cost effective way possible, ensuring that it embraces partnership working with others and 
demonstrates on an on-going basis the value that our customers and other stakeholders will get 
from each and every investment in ICT. 

The main objectives of an ICT Strategy are as follows:  

 To provide direction and focus for ICT across the whole organisation; 

 To provide a framework and governance mechanism for future ICT projects and 
investments; 

This ICT Strategy represents Breckland Council’s response to these objectives. 

ICT underpins the entire process of delivering all of the Council’s services, and fully supports the 
objectives contained within the other strategies and plans produced by this Council including the 
ICT Business Plan 2012-13. 

3.2 Where We Are Now (2011) 

Over the past year the ICT service has undergone considerable change. It has also implemented a 
significant redevelopment programme for its core infrastructure in support of corporate 
objectives. These developments include: 
 

 ARP ICT Support & refurbishment of the Thetford server room 

 Capita ICT Planning take on 

 Steria – exiting outsourced arrangements 

 VMware expansion and migration onto a new Storage Platform 

 Implementation of Mitel Telephony for Contact Centre increasing call handling capability 
during busy periods 

 Development of a Disaster Recovery and Business Continuity solution 

 Expansion of the Citrix server farm and remote access facility 

 Members ICT Refresh 

 Continued Government Connect (GCSx) Compliance 
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3.3 Drivers for change (2012-2014) 

The ICT Service 

Any ICT strategy ideally needs to follow and therefore support the various strategies of the 
authority, although it is acknowledged that ICT can often be used as an enabler to make new 
things happen.    

In the context of Breckland Council, and its current partnership with South Holland District 
Council, the planned deep partnership relationship – joining up Environmental Health, Housing 
and Electoral Services – necessitates a joining up of ICT. 

But this is not an exclusive partnership and the strategy needs to be flexible enough to continue 
to support existing partnerships and capable of working with new partners. Breckland ICT 
currently has a significant commitment to providing ICT services to ARP where ICT staff work 
alongside those of Forest Heath District Council and St Edmundsbury Borough Council (Soon to 
be the West Suffolk ICT partnership) to deliver and support a Revenues and Benefits platform 
with 180 staff based in Breckland House, Thetford. Breckland ICT also supports other minor 
partnerships and outsourcing agreements; Capita-Symonds Planning and Building Control, ARPT 
Housing etc. 

Shared Services and the future of Breckland ICT provision 

During 2011 and again in early 2012 the future provision and management of ICT has been the 
subject of a developing Options Appraisal. Although this will have some bearing on the ICT 
strategy, the main principles remain the same whoever delivers the service. As such, 
considerations covered by the Options Appraisal are not included within this document.  

3.4 Partnership Working 

Over the period of this strategy, which is predicted to be a time of considerable uncertainty and 
change for the Council, opportunities may also present themselves to partner with private or 
public organisations to enable joined up and more efficient ICT provision. Such partnerships may 
be designed to either reflect the overall organisation strategies or tactically offer the best 
solution for the future delivery of Breckland ICT. As mentioned in 3.3 above, readers of this 
document should also refer to the ICT Options Appraisal as the options for the long-term 
direction and management of ICT are fully discussed there. 

3.5 Customers’ Expectations 

Customers’ expectations increase as banks and supermarkets etc. continue to raise the bar in 
customer service.  The Internet has become a key channel of communication with 24/7 services 
and online access to information are fast becoming the norm. The Council’s website will undergo 
a root and branch review to ensure that its development continues to meet the needs of the 
customers. 

The front line services see customer self-service as a cost effective way to improve service 
delivery. It is essential that the Council develops the facility to link intelligent electronic forms to 
back office systems with the availability of on-line payments. 

These facilities require a robust infrastructure to ensure consistent availability. As such, the 
Council’s decision to host the internet website externally to ensure as near as 100% availability 
remains strategic for the long-term. 

3.6 The Process for Developing the ICT Strategy 

The ICT Strategy for 2012-14 has been produced in collaboration with the Council’s key 
stakeholders.  Key components of this process include: 
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 Scope of strategy produced and agreed. 

 Current position statement established and documented. 

 A review of current and proposed projects and priorities 

 Dialogue with Service Heads to explain the process and to initiate thinking around key 
requirements. 

A list of four corporate ICT key themes has been identified.  Together these themes will ensure 
that the Council is able to deliver efficient and effective services, which are resilient and robust, 
cost effective and safeguard us against future developments.  In addition, these key themes also 
support change. 
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4. Our Corporate ICT Key Themes 

The four Corporate ICT Key Themes described below are the guiding principles against 
which all the developments contained in this strategy are tested against.  Together they 
will ensure that the Council is able to deliver efficient and effective services, which are 
both resilient and robust, cost effective and safe-guard us against future developments. 

4.1 Focused on Efficiency 

It is vital that we make the most of our resources otherwise significant investments will 
be wasted.  We therefore need to: 

 Match capacity against demand, both in terms of human and infrastructure 
resources e.g. storage and Internet bandwidth. 

 Look to focus investment in those areas where we can see the greatest potential 
for return. 

 Exploit existing resources, contracts and licence agreements. 

 Continue to look to adapt our working practices to match off-the-shelf systems, 
rather than pay for costly bespoke developments. 

 Invest in solutions which have the best whole-of-life cost of ownership. 

 Explore joint-purchasing arrangements, where this makes sense, through 
frameworks. 

 Identifying when it is economically best to replace or dispose of equipment with 
the general strategy to ‘sweat assets’. 

Better information from such systems will also allow services to optimise the matching 
of resources against demand, which in itself will produce efficiencies. 

4.2 Organisational Agility 

The ICT service in particular needs to be able to respond quickly to the changing 
landscape of the public sector and the ICT industry. It must also be able to take 
advantage of opportunities presented by partnership working.  This means not being 
tied into long term contracts or taking decisions that are difficult to reverse, but creating 
a responsive, flexible infrastructure that accommodates and ideally embraces change. 

The Council has always employed a hybrid approach to the delivery of IT. An in-house 
service concentrates on providing the core IT requirements of the Council. Requirements 
that are specialised, infrequently needed or that can be sourced more cheaply are 
bought in from both Private and Public sector partners and managed by the ICT service. 
This has produced a service of professionals that are not only technically and 
commercially skilled but also have an in depth knowledge of the businesses of the front 
line services. Relative to other similarly sized District/Boroughs in the region, Breckland 
ICT has a skill level that is above the average and an overall budget in the lower quartile, 
when ARP is taken into consideration.  

New technologies are only adopted when their benefits are proven and the cost of 
implementation has reduced to mainstream levels. ICT assets are only disposed of when 
there is no way of getting any further use from them or the cost of support no longer 
makes them cost effective.  

This approach has produced a stable ICT infrastructure that has enabled the front line 
services to adopt innovative, cost effective methods of service delivery to the residents 
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of Breckland. It is an approach that will continue to be taken during the period of this 
strategy. 

4.3 Strategic Sourcing 

The Council ICT Strategy, going forward, is to procure the services of established and 
leading local authority suppliers for the supply, support and maintenance of our 
strategic applications, e.g. Civica, IDOX, Lagan, Integra and Microsoft.  These strategic 
applications provide the majority of the people-based, property-based and financial 
applications required by the Council.  The benefits from this strategy are: 

 Reduced cost of procurement and deployment 

 Promotes joined-up working between services. 

 Fewer interfaces are generally required; often because the systems access the 
same database(s). 

 The costs and complexity associated with interfacing with each system are 
reduced, or indeed eliminated, when joining two or more systems from the 
same supplier. 

 The cost of supplier management is reduced. 

 The cost of training users is also reduced as the same look-and-feel and 
terminology tends to be used across all systems from a given supplier. 

It is important that this strategy continues to be followed and that the temptation to 
adopt technologies that promise savings, but which are not able to be used right across 
the council, is not pursued.  Equally any lacking in functionality in applications should be 
tackled via the suppliers’ user groups to influence development plans rather than by 
developing in-house customisation or workarounds, which are consequently difficult to 
maintain and place an undue reliance upon specific staff. 

Across the wider partnership, currently Breckland and South Holland, opportunities 
should be sought to also rationalise applications, e.g. one partner should not consider 
buying a different application to another partner / partners unless there are very 
significant reasons for doing so.  These reasons should be discussed with other partners, 
and explicitly set out in any business case that is produced to obtain agreement for 
funding. 

A similar strategy should be adopted for hardware with the use of established and 
leading local authority providers such as Dell, Cisco, Ricoh, Mitel and Polycom. 
Roadmaps and understanding product lifecycles is of particular importance to ensure 
hardware remains supportable at all times. Established frameworks, local agreements 
and partnerships are all generally accepted as the preferred route to achieving best 
value for major purchases. These routes will also assist with achieving compliance with 
local procurement rules and the wider statutory requirements such as OJEU.  

4.4 Maintaining Reliable Services 

Over the past few years, the Council’s dependence on ICT has grown significantly and 
Members and staff have become more efficient and effective.  As a result departments 
have ended up either doing more with the same resources, or coping with the same 
workload with fewer staff. There is of course a limit to these efficiencies and a point 
beyond which staffing levels cannot be reduced further without affecting or changing 
the nature of the service significantly. 

Given budget and efficiency challenges, it is therefore very important that: 
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i) The resilience of our systems is sufficient.  Failures are bound to occur, so 
our systems either need to cope with this, e.g. by having no single point of 
failure, or by being able to recover quickly, e.g. by having backup equipment 
available. 

ii) The security of our systems and data does not stifle our ability to do things 
efficiently and effectively, but equally prevents malicious or unintended 
damage to our systems or our data. 

iii) The capacity of our systems is sufficient to cope both with natural growth in 
use over the planned period and unforeseen peaks brought about other 
events, e.g. bad weather. 

iv) The supportability of our systems is such that if key members of staff are 
lost then through the use of 3rd parties, suppliers and the 
contract/permanent resource market locating the required skills is a quick 
and easy process. 
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5. Technical Strategy 

As mentioned in section 3.4, it is vital that the Council keeps its options open to ensure that new 
partners can be accommodated and that capital investment in the short-term is not wasted in the long-
term.  The components of the technical strategy, as set out below, will deliver a flexible platform, 
which: 

 Can be supported by staff with a wide mix of skills 

 Means that the council does not lock itself into any technology or supplier which then 
precludes it from exploiting these wider opportunities 

 Can scale to meet future expanded needs 

Longer term elements of the new Government ICT Strategy will have a significant impact on the way 
local authorities procure and use ICT systems and services, e.g. there is the potential use of cloud-based 
corporate application software, but conscious of the timeframe of this stategy we have focused on 
getting the most out of the current delivery platform. 

5.1 Current High Level Design 

The schematic below illustrates the complexities of the current set-up with multiple sites and partners 
to consider. 

Internet

Corporate Firewall
Forefront

Breckland Council, Dereham

GCSx

100mbps

Breckland House,Thetford

Dell CX4-120 
FC SAN

10mbps

DMZ

220 ICT Users (Staff & 
Members

FHDC,
Mildenhall

180 ARP Users

40 Capita-Symonds Users

ADSL – Presence Officers at 
Attleborough , Swaffham and Watton

Leased Line - Guildhall

BC ICT 
support & helpdesk

presence

LES100

ARP Infrastructure
Desktop, Exchange, Academy/

Comino, Mitel telephony

SEBC,
West Suffolk House

1Gbps

SHDC, Spalding

Ipsec VPN (backup)

Flexible access to BDC & 
SHDC Services

Remote Access / Home 
Workers (inc. legacy ARP)

Browser Access to 
Application Portal via Citrix

Proposed 
100mbps

Data Replication
(DR for BC & ARP)

Dell CX4-120 
FC SAN

Virtualised Servers

50+ Members / Citrix 
portal access

Virtualised
 Servers
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5.2 Flexible & Structured Authentication & Security Domain 

To support the ambitions of the council to enter into various partnerships, it is necessary to undertake 
a flexible and structured domain structure.  Such a structure will accommodate shared services, 
allowing new partners to join, and if necessary leave the partnership. 

 

Systems	
Shared	drives	

Systems	
Shared	drives	

Systems	
Shared	drives	

South	Holland	DC	

	sholland	domain	

Breckland	Council	
	breckland	domain	

GYBC	

	gybc	domain	

Systems	
Shared	drives	

Breckland	/	Sholland	
Partnership	

breckland-sholland	domain	
Systems	

Shared	drives	

Breckland	/	GYBC	
Partnership	

breckland-gybc	

	
Systems	

Shared	drives	

Whole	
Partnership	

breckland-sholland-gybc	
Note:	
Introducing	a	third	level,	provides	
the	same	concept	of	access	to	resources	
on	lower	levels	

Shared	Managers	

Current	plans	
for	SHDC/BC	
EH/Housing	
Staff	

 

Authentication – Sign On 

BDC uses Windows Active Directory (AD) as the primary directory of user accounts and passwords.  
Going forward, the ICT service will, wherever possible, integrate Corporate Application Software with 
the AD, removing the need for users to log into individual applications and to remember numerous 
passwords.  This will move the Council towards single sign-on – single user id and password. 

 

Strategic products / technologies 

 Microsoft Server 2003 – short-term, must be fully replaced by 2014 for CoCo compliance 

 Microsoft Server 2008 – Short-Medium term. This is currently the strategic domain and server 
product with a target for removal of Server 2003 by end of 2013 

 

Projects 

 Shared Services domain, to offer a more flexible domain model for new partners 

 Upgrade all domain controllers to Microsoft Server 2008 – 2012/13-Q4 
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Goals 

 Provide a flexible authentication model to allow new partners to join and existing partners to leave 
easily 

 Provide policy and profile based user access to maximise flexibility  

 

5.3 Data Centres 

During 2011/12 the quality of the two main data centres (server rooms) was improved considerably. 
The outsourcing era allowed obsolete equipment to remain within these facilities and subsequently the 
quality of the racking to fall below standards recognised as acceptable within the industry. Recent 
decommissioning and disposal, along with the virtualisation and DR projects, has allowed the situation 
to be recovered returning these rooms to a good standard. It is recognised that more work needs to be 
done, particularly in the area of resilience, if Breckland data centres are to reach the goal of tier 3 
facilities. (See TIA-942 standards for data centres). 

The relationship with BDC Assets Section and there provision of adequate cooling and power for the 
data centres is of importance to the strategy as without these key environmentals being of a high 
standard the level of service offered will be affected. As such, ICT needs to develop the relationship and 
ensure that Assets are meeting their obligations in this area through proactive monitoring, 
maintenance and replacement where necessary. 

Strategic products / technologies 

 Use the TIA-942 standards as a guideline by which the data centres are maintained 

 Enterprise racking – all equipment to be racked with cabling to a high standard, rack doors 
closable/lockable and visible cabling kept to a minimum 

 Rack mounted UPS (see note 1) 

 

Projects 

 Server Virtualisation Project 

 Disaster Recovery Project 

 Post November 2011 power failure initiatives 

 UPS/Generator review 

 

Goals 

 Aim to provide Tier 3 standard facilities 

 Complete project lifecycles with the decommissioning and removal of legacy equipment 

 Follow standard rack cablings standards utilising under-floor and ceiling voids/ducting to conceal 
cabling and ensuring that all racks have closable front and rear doors 

 Reduce access to the data centres to a minimum with developers etc. accessing servers remotely 

 Provide a true “lights out” facility 

 Provide protection against power failure and data lose for all equipment 

  



Breckland Council - ICT Strategy 2012 – 2014 

17 

5.4 Telephony & Communications: 

Breckland ICT completed part of the migration to a digital (VoIP) Telephony system in early 2011 but 
this work only delivered the core switch and Contact Centre functionality. In many ways it has made 
things worse (in the short term) as throughout 2011 ICT has been required to support two telephony 
systems, the legacy Siemens system and the strategic Mitel solution. 

During early 2012 the project to complete the Mitel roll-out will be carried out resulting in the 
decommissioning of the Siemens switch by 2012/13-Q1. In order that VoIP services can be delivered to 
the desktop through the existing structured cabling system, all data network switches are required to 
be upgraded to PoE (Power over Ethernet) variety. 

Following the migration of ARP to a Mitel system, the ability to route calls across the private wire 
between EH and BH has been lost. It should be a strategic requirement that as many calls as possible 
should be routed across privately owned network bandwidth and the link between EH and BH will be 
re-established in 2012. 

The current system also relies on ISDN technologies to deliver external calls. This old technology 
restricts moving telephony into the cloud and reduces options for resilience. The next review of DDI 
delivery should also look at the potential use of SIP trunking and cloud call delivery methods. 

Mobile telephony, and in particular call rates, are reviewed regularly. This process should continue but 
the short to medium term strategy is to remain with Vodafone as the service provider and Blackberry 
as the handset provider. 

Strategic products / technologies 

 Mitel 3300 series product including core telephony switch and gateway controllers 

 PoE data networking switches 

 Mobile telephony provided by Vodafone and Blackberry in the short to medium term 

 Look for the potential in SIP trunks as a replacement for ISDN in the medium term 

 

Projects 

 Mitel roll-out to users at EH – completion 2012/13-Q1 

 Review of telephony tariffs on an annual basis – next review 2012/13-Q2 (see note 1) 

 Deploy a standard soft phone capability in the medium term to enable users to work from home or 
at other connected sites with the same extension number 

 

Goals 

 Provide DDI resilience 

 Aim to reduce PSTN breakout through the use of WAN traffic routing 

 Offer “follow me” softphone capability to enable consistent contact details at home and in other 
offices 

 Provide the strategic dual site model proven between Thetford & Dereham for all major 
partnerships 

 Removal of legacy Siemens switch by 2012/13-Q2, resulting in a single product to support, 
configure and maintain 
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 Enhance the in-house training programme and the relationship with the supplier (Integra) to 
ensure that the Mitel solutions at both Dereham and Thetford can be fully supported by Breckland 
ICT (See note 2)   

 

Potential Issues 

Note 1: 

Breckland decided to sign a contract with APR for call and line costs in 2010. This organisation partners 
with 9Telecom to provide a complete package of services, who in-turn use BT to deliver the end to end 
service. Not surprisingly, APR has proved less cost effective than they originally promised and also 
appear to suffer from not being the primary provider of services. As such, it is recommended that 
Breckland review the provision of services in 2012/12-Q2 as this has not been a priority during 
2011/12. 

Note 2: 

Resourcing all changes and configuration work on the new Mitel platform has become a challenge 
during 2011. This has been more noticeable at Thetford where Breckland ICT has needed to acquire 
resource from St. Edmundsbury Borough Council on a ‘pay as you go’ basis to fulfil ARP requirements. 
Further training and a maintenance contract from Integra (the successful supplier for the Mitel roll-out 
project) will mean that all services can be offered in house through a combination of internal resource 
and supplier assistance.  

5.5 Disaster Recovery (DR) & Business Continuity (BC) 

The DR & BC design and strategy has been introduced to capitalise on the rapid development of Server 
Virtualisation (VM) and Storage Area Network (SAN) technologies over the past few years. 

During 2011/12-Q4, DR capability will be dramatically improved from a manual tape recovery process 
to an automated recovery with negligible data loss. The model allows for Dereham ICT to be recovered 
at Thetford and vice versa, giving excellent recovery SLAs for both Breckland Council users and those of 
ARP. Also, as the link between these two sites has recently been upgraded, individual systems could be 
failed over to the alternate site offering a flexible BC capability. 

Once proven, Breckland ICT can use the same design for any other partnership arrangement. This 
design is being proposed for the South Holland Shared Service with projects being planned for 2012/13-
Q1/2 delivery.   

Strategic products / technologies 

 VMware Vsphere Server Virtualisation software – currently v4, strategic upgrade to v5 is required 
to take full advantage of SRM  

 VMware Service Recovery Manager (SRM) 

 CA ArcServe backup software (see note 1) 

 Dell MirrorView (asynchronous data replication software) 

 Dell EMC Storage (see note 2) 

 

Projects 

 Thetford/Dereham DR – completion 2011/12-Q4 

 SH/BC Shared Service Infrastructure (part of EH project) – completion of infrastructure element 
2012/13-Q2 
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 Upgrade of VMware to v5 – scheduled 2012/13-Q3/4 

 

Goals 

 Provide a rapid recovery strategy for each partner 

 Replicate data off site for Business Continuity purposes 

 Utilise Disk to Disk capability to reduce backup windows 

 Provide the strategic dual site model proven between Thetford & Dereham for all major 
partnerships 

 

Potential Issues 

Note 1: 

CA ArcServe is not the market leader in this field by some margin. This product should remain under 
review with each future release evaluated against leading players in this area such as Veritas. Tape 
compatibility with other local authorities and future partners is likely to be an issue due to the decision 
to deploy this product.  

Note 2: 

Dell has recently discontinued its strategic relationship with EMC to supply Dell badged, EMC 
equipment. This decision was taken after the company acquired Compellent, a rival mid-range storage 
solution. At some stage in the future it is likely that additional disk trays will not be available to add to 
the existing SAN controllers, at which time a decision will be required on the future storage strategy 
and disk consolidation method. (Likely during 2012/13). 

5.6 Networking (LAN, WAN & Internet) 

Local Area Network 

The provision of high bandwidth to desktop users has become less of an issue with commodity items 
such as network switches currently being inexpensive and of high specification. All desktop connectivity 
is currently 100mbps and is provided by Cisco switches at EH and Dell switches at BH, the latter more 
the result of Forest Heath involvement with ARP rather than a strategic decision to move away from 
Cisco as the standard supplier of switches. 

Due to the lack of specialist network resource available within the Breckland ICT team at the point of 
insourcing from Steria, the decision was taken to externalise this element of support to a 3rd party. A 
contract was signed with St. Edmunsbury Borough Council on a rolling one year basis for both the 
configuration and maintenance of all switches and firewalls. Although this contract has been successful 
it is seen as a short-term solution and options should remain open. 

The wireless network provision within EH is limited but provides excellent open access to the Internet 
as required by travelling workers. The use of wireless networks should remain under review but in the 
short to medium term it is unlikely that they will replace the conventional flood wiring at the main 
offices. However, extending wireless access for members to the committee suites and reducing ‘black 
spots’ around the building should be considered.  

Strategic products / technologies 

 Cisco core switches, 100mbps & 1gbps, high availability 

 Cisco & Dell edge switches, 100mbps to the desktop and 1gbps uplinks 

 VLAN separation between networks, where required, to reduce broadcast storms 
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Projects 

 2011/12-Q1 PoE switch replacement project (see telephony section for explanation) 

 

Goals 

 Continue to provide high quality bandwidth to the desktop and within the core 

 Continue to provide close to 100% uptime for network connectivity 

 Provide Network resource in the most effective way, either internally through the development of 
staff or via a partnership/3rd party agreement 

 

Wide Area Network 

Breckland currently has a small number of Wide Area Network (WAN) connections, the main circuit 
being between Dereham and Thetford. In the short to medium term the requirement for additional 
WAN connections will increase in-line with further councils entering the partnership. In the Short term 
it is sensible to continue with the current strategy of point to point connections (see below) but as the 
number of partners’ increases, the complexity of meshed point to point networks suggests that the 
move to a scalable (MPLS) model will be required. 

 

Breckland, Dereham

South Holland, Spalding

The addition of Future 
partners would result 
in a meshed network

Proposed 100mpbs Circuit 
(EH & Shared Services project)

Existing 100mbps 
Circuit

Thetford Office / ARP

Point to Point Circuits
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MPLS

Breckland, Dereham

South Holland, Spalding

Easy connection for 
future partners

Possible Scalable Network Configuration

Thetford, ARP
 

The advantages offered by the ‘scalable’ network are in price points for additional connections once 
the initial setup cost is absorbed and the time to deliver new connections is reduced as only a ‘tail’ 
circuit is required. 

 

Strategic products / technologies 

 Point to Point technologies from C&W and BT in the short-term, moving to cloud/MPLS if more 
partners join in the medium-long term 

 Continue to source circuits from the cheapest supplier – BT, C&W, Virgin, Claranet etc., all offer 
high quality managed provisions and create a competitive environment in this sector   

 

Projects 

 Spalding to Dereham 100mpbs circuit – due to be provided in 2012/13-Q1/2 as part of the EH 
project 

 

Goals 

 Reduce the time taken to deploy new circuits and minimise the annual rental costs of circuits by 
renegotiating contracts on a yearly basis 

  

Internet 

With cloud/hosted delivery solutions, 100% network connectivity will become of the utmost 
importance as the loss of Internet or WAN connectivity results in a loss of access to all cloud/hosted 
solutions. BDC has recently upgraded Internet bandwidth to 10mbps and it is anticipated that ARP will 
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request an Internet connection at Thetford during 2012 presenting the possibility of triangulation and 
therefore resilience. 

BDC should continue to invest in ‘private cloud’ capability whilst assessing the options for line of 
business application delivery via public cloud offerings. Initiatives such as PSN (Public Services Network) 
may provide both the route to resilient network capability and line of business applications on a rental 
basis. Regular reviews of the progress of PSN should be undertaken and an early decision made on the 
best local route for connection to the network. The route to PSN maybe through the County or other 
private initiatives such as JANET or Claranet and BDC need to investigate which solution matches their 
needs best.  

Although cloud based solutions are often sold on the basis of lower costs, through economies of scale, 
the pricing model (revenue based) does not always suite the local authority cost model. At BDC it is 
currently the situation that capital budget exists and a ‘spend to save’ (revenue) strategy may be a 
better model to secure the future of BDC finances. 

Strategic products / technologies 

 Cloud application delivery 

 PSN connectivity 

 

Goals 

 Provide resilient Internet access to deliver robust cloud services 

 

5.7 Servers and Storage 

The virtualisation programme has progressed well during 2011 with currently 80% of servers being 
virtualised onto the strategic VMware Vsphere platform. Storage for the virtualised platform is 
provided by a Dell EMC Fibre Channel SAN. The SAN provides highly resilient storage which is scalable 
through the adding of further DAEs (Trays of disk) which can be made up of fast/lower capacity disk or 
slower/high capacity disk. 

The use of VMware cannot be questioned from a market share or performance perspective, the only 
area of weakness is cost. As such, the short-medium term commitment to this product is sensible but a 
review at the time of the next maintenance renewal against Microsoft Hyper-V and Citrix XenServer is 
recommended. 

The issues surrounding the relationship between Dell and EMC have been covered in section 5.4 but 
certainly needs to be given close attention during 2012/13. The strategy regarding the supply of 
additional disk to existing controllers may not be sustainable beyond the short term and as such a 
medium to long term strategy of an alternative SAN variant will be needed. 

Infrastructure Servers 

 Email – the current use of Exchange for email services is a long-term strategic commitment 
however the current delivery method, particularly that of corporate management email, needs 
urgent review. 

 File – the storage of ‘flat files’ is currently provided through conventional Windows 2003 file shares 
mapped to the user’s desktop Explorer. Although in an early stage of development it is already 
evident that the use of SharePoint as a means of sharing files and adding workflow and presence 
awareness would benefit the organisation and improve productivity. 

 Database – BDC do not have any specific strategic direction for database provision. Although Oracle 
SQL and Ingres are currently supported, decisions around new software products and their 
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underlying databases will continue to be taken on the basis that the best product is more important 
than a strategic database solution. There are many reasons to utilise Microsoft SQL where possible 
and when making decisions products with SQL databases should be fully assessed. Also, where 
products that use other database products are selected the DBA role will need to be included as 
part of the on-going software support and maintenance offering. The main software packages and 
their database provision is as follows: 

o Capita Academy - Ingres 

o Ocella - Oracle version 9 with a planned upgrade to version 10 in 2012/13 

o Integra Financial and ESRI GIS - Oracle version 10 

 

Strategic products / technologies 

 Virtualise as many servers as possible onto the SAN environment 

 VMware Vsphere remains the strategic server virtualisation product for the medium term 

 Continue to utilise the Dell core hardware provision (Server/Storage) but review storage options in 
the short-term 

 

Projects 

 The Shared Services project will deliver the means to share data across partner sites and provide 
the infrastructure to allow the Cobweb Exchange facility to be brought back in-house and 
integrated with the existing systems 

 

Goals 

 Provide a server/storage model that is capable of expansion and able to satisfy additional partners  

 

5.8 Desktop Services 

BDC does not currently have a desktop refresh policy although during 2011 all Members laptops and 
printers were replaced and a small number of staff installations were updated. This has resulted in the 
general level of staff equipment being below what is expected with up to 50% of users having 
installation that are over 5 years old. To add to this, the desktop build is still based on the Windows XP 
operating system and Office 2003 productivity tools. These products become end of life and un-
patchable in 2014 and therefore must be replaced by that deadline. 

Budget has been set aside to refresh all units within Elizabeth House during 2012/13-Q1/Q2. During the 
early part of 2012 a new standard build will be developed for PC, Laptop and Thin Client hardware. This 
build will give complete flexibility and recognises that not all users are the same.  

ICT will continue to offer personal voice conference facilities for all laptop users through the use of 
WebEx. This solution has been trialled by Members and the Management Team and roll-out across all 
portable devices. Although usage has not been prolific, for those who do use it, it works well.  

ICT will continue to offer room based Video Conferencing facilities based on the Polycom product range 
and utilising broadband and other high bandwidth connections where capacity allows. The South 
Holland to Breckland VC has proved extremely successful and if demand can be demonstrated it should 
be the strategic offering for other partners such as ARP/BDC Thetford. 
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As part of the 2012/13 budget challenge ICT gained Corporate Management support for the universal 
use of Multi-Function Devices (MFD). BDC will now adopt the strategy of not replacing office based 
standalone printers but to redirect users to the nearest MFD. By deploying ‘follow-me printing’ in early 
2012, issues around security can be overcome giving no reason for the retention of standalone printing 
facilities. This move will help reduce the cost of printing through a reduction in consumables and the 
capital cost of replacement printers.  

  

Strategic products / technologies 

 Microsoft desktop operating systems and productivity software are to remain strategic for the 
long-term 

 Windows XP is to be replaced by Windows 7 or Windows 8, depending on product release dates 

 Office 2003 is to be replaced by Office 2010 

 Centralise printing through the use of MFDs, removing all standalone printing by 2012/13-Q4 

 Dell continues to be the strategic partner for the supply of PC / Laptop hardware. This decision 
should remain under review. A supplier for Thin Client hardware will need to be established during 
2012 and is likely not to be Dell 

 MFDs will continue to be leased from the most cost effective provider. Consideration of 
manufacturer being determined by the ability to provide ‘follow-me printing’ integrated with BDC 
proximity cards and printer management to the required standard 

 

Projects 

 Desktop refresh project – budget approved, roll-out from 2012/13-Q1 

 MFD initiative – CMT directive with strategy mandated from 2011/12-Q4 

 

Goals 

 Provide a flexible desktop offering to capitalise on hot-desking and remote working 

 Lower support costs through improved break/fix models 

 Ensure that licencing costs remain manageable and predictable 

 Encourage the use of VC & WebEx facilities to reduce travel between sites 

 Integrate Email, SMS, VM and Video into the desktop to maximise productivity 

 

5.9 Remote Working 

Home Working has noticeably increased over the past few years and is seen by many Local Authorities 
as providing a strategy to assist with office over-crowding, as a means of freeing up office space for 
long-term letting to create an income stream or to facilitate a better work/life balance for staff.  

The current Citrix/Terminal Services delivery model provides a good experience to remote users 
through the publishing of a portal accessible over the Internet. There are restrictions on the number of 
concurrent users through both licencing and underlying hardware, but the service is more than ample 
for normal requirements and offers a good degree of resilience. 
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The Citrix software version deployed is currently two versions behind the current product and Terminal 
Services is part of the Server 2003 product suite which is close to end of life. As BDC currently has 
software assurance for Citrix an upgrade to the latest version of XenApp should be undertaken during 
2012/13 to coincide with the introduction of Terminal Services (now Remote Desktop Services – RDP) 
as part of the Server 2008 upgrade.  

Security includes the provision of Two Factor Authentication in the form of SafeWord tokens. A total of 
170 tokens have been issued against a total of 110 Citrix licences, therefore it should be made clear 
that the strategy for remote access does not include everyone working from home in the event of loss 
of access to the main offices for example. 

Mobile devices continue to evolve with many sub laptop classes now in existence. Mobile workers at 
BDC have been mainly satisfied with the combination of Dell laptop and Blackberry smart phone during 
2011/12 but new projects including the Environmental Health update may require different devices to 
optimise the core software solution being proposed. The strategy in this area is to not complicate 
matters where possible by introducing new builds that require additional support but to attempt to 
satisfy user requirement through existing builds first. This stated, there may be times when only 
specialist equipment will satisfy needs - for example ruggedized portable equipment, tablets, notepads 
or other smart phones – and in these circumstances it is important to establish an on-going relationship 
(contractual) with the supplier to minimise the impact on ICT support resource. 

Strategic products / technologies 

 Citrix is a strategic product and requires updating to the latest version of XenApp during 2012/13 

 Citrix Access Gateway (CAG) is the strategic SSL delivery method offering full security compliance 
for both corporate and non-corporate equipment 

 Terminal Services is a strategic product and requires updating to Remote Desktop Services (RDP) as 
part of the Server 2008 update 

 SafeWord 2FA tokens remain strategic for the medium term but should be assessed on a value for 
money basis within 2 years 

 Dell are the current and strategic supplier of laptops with specifications being determined at the 
time of purchase to provide the best performance/price compromise 

 

Goals 

 To provide an identical experience at home and on remote sites, to that of the office based 
experience 

 Offer a ‘thin’ delivery solution to minimise security risks and bandwidth requirements   

 

5.10 Software Licencing 

Microsoft licencing remains a complex subject and selecting the wrong method of licencing individual 
products or a complete suite of products can result in unnecessary expenditure. Equally, Microsoft has 
audited a number of Local Government establishments in the region and not having the correct 
licencing in-place to reflect the true situation can result in fines or back dated bills to cover the 
shortfalls. 

During 2011/12 it has been a priority to ensure that the correct licencing is now in-place with one 
significant oversight being resolved. Ownership of licencing compliance is now the responsibility of the 
Technical Architect in the revised BDC structure. 
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In the short-term it is certainly beneficial for BDC to remain with the strategy of ‘pay as you go’, 
purchasing licences as and when they are required and then ‘sweating the asset’ to obtain maximum 
benefit from the one off payment. This policy has proved successful with the 2003/XP range of 
products that have remained the mainstay of the desktop and core server environment for many years. 

We are however at the point where plans need to be put in place to replace the 2003/XP products with 
the next generation of software, probably 2008/2010/Win7. This decision is not only for productivity 
and compatibility reasons, but also due to the fact that Microsoft will be withdrawing support (and the 
ability to security patch) the older products in 2013/14, thus making their replacement a must to 
comply with the GCSx CoCo. 

 

Strategic products / technologies 

 Server O/S:  Strategic solution is Server 2008. Short-term solution is Server 2003, replaced by Server 
2008 as new servers / upgrades are introduced with a deadline of 2013/14-Q4 for complete 
replacement 

 Windows desktop: Strategic solution is Windows 7 or Windows 8 or Terminal Services based on a 
Server 2008 desktop. Short-term solution is to provide a mixed environment (currently staff on XP 
and members on Windows 7) 

 Office productivity: Strategic solution is Office 2010. Short-term solution is Office 2003 

 Email: Strategic Solution is Exchange 2010. Short-term solution is Exchange 2003 

 Database: Microsoft SQL but other products are inevitable as required by specific application 
software 

 

Projects 

 Desktop refresh project – budget approved in both 2011/12 and 2012/13 for a new desktop 
standard build to be developed and deployed 

 Core server upgrade project – Domain and core servers to be upgraded as part of other on-going 
initiatives such as the shared services / EH project, server virtualisation project and ARP 
commitments 

 

Goals 

 Remain with the current strategy of ‘pay as you go’ rather than committing to any long-term 
agreements such as the Microsoft Enterprise Agreement 

 Move to the current range of Microsoft products across all systems (where possible) to ensure 
long-term security obligations are met and product compatibility is not compromised  

 

5.11 Security 

Continued adherence to both the GCSx Code of Compliance and BDC’s audit policy will remain a priority 
for as long as these schemes are mandated by CMT/Committee.  

During 2011/12 BDC ICT has deployed a number of additional security products such as an Intrusion 
Prevention System (IPS), encrypted portable storage devices, enhance desktop antivirus detection and 
additional firewalls. Completion and sign-off of security aspects of audits has been given greater 
priority during 2011 due to the situation BDC ICT found themselves in on exiting the Steria agreement. 
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Despite completing a number of audits this year there is still a significant amount of remedial work to 
be completed to achieve the level of sign-off expected of an organisation of this type. This work will be 
undertaken internally on a phased priority basis with the aim of being fully compliant by the end of 
2012.  

The strategy should be to continue to prioritise GCSx as the primary judgement of the overall state of 
BDCs data security whilst understanding where the common ground is between GCSx and the 
considerable number of audits that are undertaken. This approach should result in a reduced level of 
outstanding actions and a common programme for the development of data security. An example of 
this is the roll-out of encrypted USB devices which exists as a requirement of GCSx and as an 
outstanding audit action. 
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6. Shared Services Projects 

6.1 Introduction 

BDC currently has two main partnerships; The association with ARP and consequently Forest Heath and St 
Edmundsbury from an ICT perspective and the partnership with South Holland and consequently a 
relationship with CPBS from an ICT perspective. 

BDC has a stated aim of increasing partnership alliances and is currently at the early stages of negotiation 
with a potential 3rd District/Borough partner. ARP continues to attract new customers and is currently at an 
advance stage of agreement with another District/Borough shared service within Suffolk. As such, this 
strategy must be adaptable and fluid enough to cope with the addition of further partners. 

6.2 Business Requirements 

The BDC/SH/Other partnership has developed from the provision of shared management to a point where 
the new management team see further economies of scale through the consolidation of their sections. This 
will inevitably mean the combining of applications and the need for a joined up infrastructure. This is now 
very much in evidence with the EH project with requirements that include a single database, single 
email/calendar sharing, single file store and single sign-on. Access from either site or from remote locations 
is included in the specification requiring ICT to react by designing the infrastructure and services to 
underpin such a system. This design must include DR/BC capabilities and must be supportable through a 
combined SH/BDC support service. 

However, complications exist due to the outsourcing of SH ICT to CPBS and the relationship with ELDC. A 
flexible framework will need to exist between BDC ICT and CPBS to enable the Shared Services project to be 
delivered, particularly if further partners are added.     

6.3 Infrastructure Design 

Servers, Storage, Data Replication and User Authentication 

BDC ICT has developed a standard model to deliver shared service capability. This design requires a suitable 
bandwidth provision between the two (or more) sites, data replication, server virtualisation and a Microsoft 
domain model capable of being integrated within the partnership model. This strategic offering is described 
below illustrating how it is being applied to existing partnerships.  

i) Breckland – South Holland partnership 

The Breckland – South Holland partnership has developed from shared management to shared services. 
There are a number of initiatives being put forward by the shared management team that require a level of 
joined up ICT not envisaged in the initial stages of the partnership. The current EH project, being the first of 
its type. 

To enable single sign-on (authentication) the Breckland and South Holland Active Directories will need to be 
joined. This will be achieved by creating a new tier for Shared Services users and creating trusts between 
the existing (Child) and new (Parent) domains. (See schematic and description in section 5.1). 

A high level view of this design is illustrated below: 
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Storage Storage
Storage Replication / Disaster Recovery

South Holland Breckland

Internet

Consistent PC 
Build

 

 

Anglia Revenues Partnership 

During the 2011/12-Q2/Q3 BDC ICT has prepared the server room at Thetford ready for the migration of all 
ARP services from FHDC. This development has seen the room transformed from an old style computer 
room with floor mounted servers and old comms equipment to a modern facility with racks containing the 
new storage and virtualisation platform. The new platform already hosts the Mitel Telephony system for 
the Thetford office and is in the process of being configured as the recovery platform for Dereham. 

During 2011/12-Q4 the migration of 60 virtual servers from FHDC is planned along with over 5Tb of data 
that makes up the Revs/Bens and EDRMS systems. The schematic below illustrate the hosting and DR 
solution being implemented as part of ARP overall strategy for the long-term. The new platform will be 
supported by a virtual ICT team, led by BDC but with specialist resource being provided by the newly 
established West Suffolk Partnership ICT service.  
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Internet
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Primary Storage

DR Provision

Data Replication

Secondary Storage
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Citrix Presentation 
Layer 

Standby Severs

Elizabeth House, Dereham

100mbps

10mbps

Users based within own 
organisation (hosted model)

Users from Forest Heath District, St. 
Eds Borough, East Cambs District & 

Breckland Council 

 

6.4 Corporate Application Software 

Below is the list of application software currently used at BDC. Much of this software is not seen by the 
users but is used to support and run the infrastructure. Line of business applications are highlighted in blue 
and are the most significant software purchases made by the Council both from a cost and impact 
perspective. 

Supplier Product Type Comments 

Academy Information 

Systems 

Academy Revs & Bens   Used by ARP at Thetford & Contact 
Centre/Finance/Elec reg 

Adobe Systems Acrobat     

  Designer     

  Illustrator     

  ImageReady     

  InDesign     

  Photoshop     

  Reader     

  Reader and Acrobat Manager     

  Shockwave Flash     

Aladdin Knowledge Systems SafeWord Configuration Utilty     

Apache HTTP Server     

  Service runner     

Autodesk 3D Design software     
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Belarc Asset management     

Business Objects Business View Manager     

  BusinessObjects Enterprise     

  BVMigrationWiz     

  Crystal Reports     

  Crystal Reports for ESRI     

Capita Software Services AimService Application 
(Paye.net) 

  Part of the payments system AXIS 

  Axis     

  AXIS Chip and PIN     

  AXIS Income Management     

  Scheduler     

  Capita - 2009 Elmhurst SAP   Capita team small applications 

  Capita – DataSpace   Capita team small applications 

  Capita - Gas Mains   Capita team small applications 

  Capita - G-Calc   Capita team small applications 

  Capita – LimeHouse   Capita team small applications 

  Capita - ProSteel   Capita team small applications 

  Capita - SuperBeam   Capita team small applications 

  Cdview 6   Archive Program 

  Cdview 7   Archive Program 

Cisco WebEx LLC WebEx Productivity Tools     

  WebEx Support Center     

Citrix Systems Access Management Console     

  Citrix CPU Utilization 
Management 

    

  Citrix Delivery Services Console     

  Citrix Extensible Meta Installer     

  Citrix Group Policy Management     

  Citrix ICA Host     

  Citrix Licensing     

  Citrix Single Sign-On Console     

  Citrix XenApp     

  HCA Service     

  ICA Client     

  Presentation Server     

  Resource Manager for Citrix 
Presentation Server 

    

  Secure Gateway for MetaFrame 
Access Suite 

    

  System Monitoring Core     

  Web Interface     

  XenApp Power and Capacity 
Management 

    

Civica UK Ltd Civica EDM and Workflow   ARP DIP system 

  Flare (APP)   Environmental Health Application 
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Computer Associates BrightStor ARCserve Backup     

Corel Corel Digital Studio     

Crystal Decisions Crystal Reports     

Drupal.org Drupal Web Content 
Management System 

  Runs the Breckland website.  This 
is hosted on the 34sp servers in 
Manchester, 

  Cobweb Cloud Exchange   Used for breckland-sholland email. 

EMC ISIS Network Server     

ESRI ArcExplorer   Planning GIS application 

  ArcGIS   Planning GIS application 

  ArcIMS   Planning GIS application 

  ArcInfo License Manager     

  SDE     

Firefox FTP Client     

Filezilla Exlpoer (unsupported)     

GFI GFI EventsManager     

  GFI WebMonitor     

Hewlett-Packard ProLiant Insight Agents     

  Solution Center     

  System Management 
Homepage Service 

    

Hitec (Laboratories) Ltd Ten License Administrator     

Hummingbird BI Query Reports     

iB Solutions Crystal Report Definition 
Program 

    

  XQuery Builder     

  Integra   Finance system 

  WorkFlow Administration     

Idox Group GMSExchange Configuration 
Application 

    

Ingres Ingres 9.2.1   Academy Database software 

INPHASE Ltd PerformancePlus Administrator     

Juniper Networks Network Connect     

Java  Java Client     

Lagan Technologies Frontline Local Monitor     

LalPac Ltd. LalPac   Licencing application 

Microsoft Excel     

  Exchange     

  Forefront Threat Management 
Gateway 

    

  Internet Explorer     

  Office     

  Office 2000 Small Business 
Edition 

    

  Office Outlook     

  Office Picture Manager     

  PowerPoint     

  Project     

  Publisher     

  SQL Server     

  System Center Essentials 2010     

  System Center Operations 
Manager 
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  Visio     

  Visual Studio     

  Windows Operating System     

  Windows SharePoint Services     

  Word     

Nero Burning ROM     

Norsonic Norsonic NorXplorer     

Open Text Livelink WCM Server Office 
Bridge 

    

Oracle Developer     

  SQL*PLUS     

  Workflow Builder     

RealVNC Remote access     

Research In Motion BlackBerry Attachment Server     

  BlackBerry Dispatcher     

  BlackBerry Enterprise Server     

  BlackBerry Policy Service     

  BlackBerry Router     

  BlackBerry Synchronization 
Service 

    

  BlackBerry® Mailstore Server     

Sage Reporting Engine     

SAP SAPGUI   HR Personnel  

Sculptor Flare DB     

Sophos Sophos Anti-Virus     

  Sophos AutoUpdate     

  Sophos Client Firewall     

  Sophos Messaging System     

  Sophos Update Manager     

Strand Elreg   Electoral Registration 

  Pubreg   Electoral Registration 

  Sems   Electoral Registration 

  Decview   Electoral Registration 

  Strandview   Electoral Registration 

  Selcheck   Electoral Registration 

  Address module   Electoral Registration 

Sun Microsystems Java 2 Platform Standard 
Edition 

    

Symantec Ghost Explorer     

TrueCrypt Foundation TrueCrypt     

Civica UK Ltd Uniform   Planning GIS application 

  GMSExchange Configuration 
Application 

  Planning GIS application 

Veritas Software Backup Exec   Tactical deployment for ARP 
migration 

  Backup Exec Utility   Tactical deployment for ARP 
migration 

  ExecView   Tactical deployment for ARP 
migration 

VMware Virtual Infrastructure Client     

  VirtualCenter     

  VIU     

  VMware USB Arbitration Service     

  VMware vCenter Converter     
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  VMware vCenter Converter 
Standalone 

    

  VMware View     

  vSphere Client     

  Workstation     

Vodafone Mobile Connect     

WatchGuard Technologies Firebox Policy Manager     

WebEx NBR Player Execute Module     

Websense Email security     

WinZip WinZip     

    Software Type Key: 

   
      Line of Business Application 

    Utility software 
    Infrastructure Software 
    Productivity Software 
   

The strategy for software sourcing has already been covered in section 4.3 above, however, there are 
some key strategic decisions currently being taken within the business that will determine the future 
use and potential procurement of new application software. Examples of these Include: 

 The Environmental Health project 

o potential for a shared application with South Holland expanding the use of Civica 
products 

 Licencing 

o Linked to the EH project as South Holland use Civica products for Licencing. Breckland 
however view the Lalpac product as strategic so a decision in this area will be driven by 
the business 

 Electoral Registration 

o Opportunities are being considered for a shared application with South Holland. This is 
at the early stages of development 

 HR  - utilise a hosted SAP service 

 Finance – although the Integris system is hosted at Breckland, Finance are moving to hosted 
services such as PAYE.net to increase security and reduce the risk of storing payment details 
locally. This approach is assisting with Breckland’s PCI compliance strategy   

 

6.5 ICT Standards 

PRINCE2 

PRINCE 2 has been adapted (in a light form) and adopted by the Council as the preferred project 
management methodology.  However, its take up has been slow and has been limited to major 
projects.  Even then not all aspects of the adapted methodology have been used, e.g. lessons learned 
have not been used to engender continuous improvement or learning in project management.  

Going forward, PRINCE2 will be used with all projects that warrant a controlled project management 
technique.  
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A further requirement is that methods for capturing all project costs i.e. internal costs and resources 
are developed. This will enable the Council to understand the full cost of a project. 

ITIL 

ITIL will be further introduced alongside the new ICT service desk system.  This will enable ICT to 
benchmark its processes in order to become more proactive, eliminate waste and reduce costs. 

6.6 Emerging Technologies 

The ICT department constantly monitors emerging technologies looking for those that will become 
mainstream and able to offer significant business benefits.  Those currently under observation include: 

Cloud Computing 

Cloud computing (or hosted service) is one of those technologies that has the potential to offer very 
significant cost benefits, together with ‘limitless capacity’ available on demand, albeit at a cost.  At 
present the market place has many suppliers competing for business and a large proportion will 
undoubtedly fail.  There are also well-documented problems with security and integration. Whilst the 
commercial market may take time to mature, Cloud computing is appearing within the public sector, 
e.g. Planning Portal’s proposed e-consultation, which should provide all of the benefits of Cloud 
computing but without so many of the risks of this emerging technology. 

Longer term, but still a significant development, Central Government has announced its intention to 
develop and implement a government cloud infrastructure that enables public bodies to source ICT 
infrastructure, development capabilities and software applications from a secure, resilient, flexible and 
cost-effective service based environment, which it has termed the G-Cloud.  G-Cloud could herald a 
major change in the way local authorities purchase their ICT services.  

Virtualised Desktops 

Desktop Virtualisation (VDI) can mean a number of things – for example, a thin client (terminal) can 
emulate a PC but use a desktop hosted on a server. This model typically offers the following advantages: 

 It ensures that the organisation’s investment in Windows on the desktop is not lost 

 All data is stored centrally thus reducing security risks 

 The Total Cost of Ownership (TCO) is reduced as the the break/fix model is simplified 

 The Thin Client returns to its “gold build” state on reboot 

 Performance is typically better than that of a “fat PC” over low bandwidth connections 

 The users experience can be identical from any location – head office, remote sites, homeworkers 

 Power consumption is typically in the region of 10% of that of a PC 

The VDI market is beginning to mature and the number of Local Authorities now deploying at least some 
Thin Clients / Virtual Desktops is increasing. As discussed above in Section 5.7, BDC should trial VDI as 
part of the 2012/13 desktop refresh project and determine which variant best suits BDC users and if 
there is a business case for it to be included as part of the desktop roll-out. 

Web Technologies 

An increasingly significant proportion of our customers are ‘internet savvy’, because they have grown up 
used to dealing with email, Facebook, YouTube, Twitter, text-messaging etc.  As a result, they will be 
equipped, but more importantly will expect, to converse (rather than simply transact) with the council 
using these now emerging electronic access channels.  It is likely that e-petitioning and e-consultation 
will become important mechanisms for engaging customers over the next few years. 
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Until fairly recently practical examples in the public sector have been few and far between.  One 
example, taken from Better Connected 2011, is Cheltenham BC, which “emphasises the importance that 
it places on developing a sense of virtual community by devoting a considerable proportion of the home 
page to videos and photos from site visitors”.  What is becoming clear, however, is that rather than 
creating portals and all-purpose websites and expecting customers to visit them, Web 2.0 forces us to 
engage with our customers at sites where they are (in social network sites and online communities), 
using “mashups” to deliver products and services to users’ devices. Web 2.0 may provide more channels 
of communication between the public and Members. 

Green ICT & Recycling/Disposal 

The drivers to save power and emissions have become a priority over the past couple of years. 
Ecological pressures and the calculation of carbon footprint requires organisations to select technologies 
that are sustainable whilst the ever increasing costs of power makes it sensible to adopt such 
technologies to attempt to reduce costs. 

Although Server Virtualisation has a major role to play in delivering power and CO2 savings, there are a 
number of other areas that could be considered – Fresh air AC systems with hot/cold aisle configuration, 
desktop virtualisation on a large scale and improved power management of both desktop and server 
hardware are all such examples. 

BDC should continue to investigate power saving technologies and work with Assets to offer 
improvements as they both benefit the environment and BDC’s bottom line. The work that started in 
2011/12 disposing of vast amounts of unused equipment should continue in-line with the WEEE 
directive for recycling and disposing of computer equipment. BDC should review their preferred disposal 
means to ensure that best value for legacy assets is achieved. 
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7. ICT Development Plans 

As part of the ICT Strategy Review, we have consulted with business units.  The objective 
being to establish the drivers for change within the business, and to discuss their plans for 
the future.  These were then prioritised as part of the overall Corporate ICT Strategy and 
incorporated within the Development Programme – see below.  The plan sets out all of the 
identified ICT projects and is categorised by two groupings – projects in progress and 
proposed projects. 

 

Project Resource Priority / Est. 
Completion Date 

P-V Project 
Migration of physical servers to virtual servers based at Dereham 

PM/TA 1 / 2012/13-Q1 

DR Project  
Purchase, implement and configure Mirroring DR solution including 
upgrade of Communications Link - Thetford - Dereham 

AT/TA 1 / 2012/13-Q1 

Telephony Refresh  
Switch upgrades, Mitel Handset Rollout & Decommissioning of the 
Siemens switch 

AT 1 / 2012/13-Q1 

ICT Strategy 
Production and authorisation of a funded ICT Strategy 

IM 1 / 2011/12-Q4 

Capita-Symonds Refresh 
Desktop Refresh 

SDM/TA 1 / 2012/13-Q1 

ICT Restructure including Job Evaluation & JD Review 
Review of the ICT structure and associated JD inc. office moves 
 

IM/HR 2 / 2011/12-Q4 

PCI Compliance 
Continuation of Stage 1 assessment for compliance with Payment Card 
Industry Standards 

PM/FIN 2 / 2012/13-Q1 

Finance Programme 
(1) Upgrade Paye.net (Check timescales) 
(2) Secure Bureau Service 
(3) CR2000 Migration to Paye.net 
(4) Mixed Payments Resolution 
(5) Ebanking (October) 

PM/DBA/FIN 2 / 2012/13-Q4 

ARP Migration - Comino/Academy 
Implement Comino/Academy move to Thetford infrastructure from 
Mildenhall including new support arrangements 

PM/TA/DBA 1 / 2012/13-Q1 
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EU Directive - licensing 
Work with the Single Point of Contact to deliver EU Directive solution 

PM 3 / 2012 

IT Licences 
Review/audit of all ICT licence arrangements (inc Citrix/tokens) to 
ensure BDC are adequately covered and have the licences required 

SDM/AT 3 / 2012 

TENS - Audit Reqs 
Audit recommendations for ICT from agreed audit actions 

SDM/TA 3 / 2012 / 2013 

Mobile Working - Licensing 
Roll-out as part of the EH project review 

PM 3 / 2012 

Lagan Helpdesk part 2 - ODM 
Project to improve the ICT helpdesk functionality 

SDM/BIT 2 / 2012/13-Q1 

DR - Telephony Workload 
DR arrangements for telephony - 3rd location/config set-up 

AT 3 / 2012/13-Q2 

Staff ICT desktop Refresh 
Includes Office 2010, windows 7, outlook 10, thin client devices 

AT/TA 3 / 2012/2013 

Printing Infrastructure 
Using MFD printers with proximity card access for all Dereham Printing 
with Print Manager for statistics/information 

SDM/TA 2 / 2012/13-Q1 

Environmental Health - Business/ICT Re-engineering 

Replacement of existing EH systems with new shared application 

New Project Undefined 

South Holland/Breckland Shared Service Infrastructure 
Connectivity, SS Domain, Authentication, DR, Storage 

New Project Undefined 

 

Key: 

PM = Programme Manager 

SDM = Service Delivery Manager 

AT = Technical Architect 

TA = Technical Analyst 

DBA = Database Administrator 

IM = Interim ICT Management 

BIT = Business Improvement Team 

FIN = Finance 

HR = Human Resources 
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8. The ICT Service 

8.1 Management Arrangements 

In the short-term (currently considered to be July 2012) the service will be managed by Interim 
resource. This has been the right decision for BDC during a year when in-house consolidation of the 
service was required, repositioning it for the next phase and into a long-term partnership. During the 
last year the ICT budget has been re-organised and assessed resulting in the controllable budget being 
set £409k lower than the previous year. Not all this amount is savings as there were a number of 
anomalies in the previous budget and errors in the line item transferred from Steria. However, savings 
in the region of £300k have been identified and realised bringing the current budget into a very 
favourable position when compared to other similar ICT teams. 

The staff structure presented a challenge and during 2011/12-Q1 the proposed restructure will be 
finalised to offer a more joined up approach and a sensible hierarchical structure. The 7 staff 
transferred in from Steria needed to be assimilated onto a structure that included the 4 in-house ICT 
staff but this presented further challenges: 

 There was no Plan/Build – Run split meaning that project delivery and service delivery where 
burred into a single entity 

 Anomalies in Salary level meant that a review and regarding was necessary with 1st line 
support staff being paid more than core technical resource and managers 

This has required a 6 months process during 2011 to agree a new structure, produce Job Descriptions, 
People Profiles and Job Evaluation forms and to evaluate each job against the proposed structure. This 
process has continued into 2012 with the consultation, final approval and the new structure scheduled 
to be finalised on 01/03/12. 

This resultant structure (if approved) gives the Council an ICT service with the skill sets to provide the 
flexibility and scalability to deliver this strategy over the next 2 years. 

Proposed New Structure 
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9. Glossary 

 

Term Explanation 

ACD Automated Call Distribution, is a device or system that distributes incoming 
calls to a specific group of terminals that agents use. It is often part of a 
computer telephony integration (CTI) system 

DR / BC Disaster recovery and business continuity refers to an organisation’s ability 
to recover from a disaster and/or unexpected event and resume or continue 
operations 

GIS A geographic information system (GIS), or geographical information system 
captures, stores, analyses, manages, and presents data that is linked to 
location 

ITIL The Information Technology Infrastructure Library (ITIL) is a set of concepts 
and practices for managing Information Technology (IT) services (ITSM), IT 
development and IT operations. 

SAN A storage area network (SAN) is an architecture to attach remote computer 
storage devices (such as disk arrays, tape libraries, and optical jukeboxes) 
to servers in such a way that the devices appear as locally attached to the 
operating system. 

Virtualisation Rather than buy additional servers, it is possible to create several virtual 
servers on one physical server. Each virtual server is allocated a slice of 
the available computing power of the host server. 

WAN A wide area network (WAN) is a computer network that covers a broad 
area (i.e., any network whose communications links cross metropolitan, 
regional, or national boundaries 

Web 2.0 A Web 2.0 site allows its users to interact with other users or to change 
website content, in contrast to non-interactive websites where users are 
limited to the passive viewing of information that is provided to them. 

VC Video Conferencing 

DAE Trays of disk storage that can be attached to storage area networks 

MPLS A flexible wide area cloud networking technology which includes features 
such as traffic prioritisation 

EH Elizabeth House, Dereham 

VoIP Voice over Internet Protocol, the current standard connectivity protocol for 
digital telephony 

2FA Two Factor Authentication is a means of securely verifying users who 
connect via the Internet 

ISDN / SIP External telephony connection methods – ISDN is being rapidly replaced by 
newer SIP trunking 

 

 


